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Abstract - Some results of scientific researches of the Department of Telecommunication Systems (KNURE) connected with employment of
stochastic dynamic models in a state space are presented. It is argued that the representation of the model by equations of state is more general
and more complete because it characterizes a stochastic process as a whole but not just its private probabilistic characteristic represented by
the density or distribution function. The necessity to consider the interconnections for multidimensional systems that can improve the
assessment accuracy of the state system is discussed. The level and quality of these connections contributes to the attainment of its highly-
integrated emergence properties, a measure which can be the measure of Watanabe. The known threshold of the critical connectivity of
multidimensional differential system at the level of 13% requires a more detailed study using the theory of stability. Methods of analysis and
synthesis presented in the article are only a part of the department system researches and they aimed at creating a theory of infocommunication

systems.

Anomauisn — Hadaromocs deski pesyAomamu HAYKoGUX JOCAIDKeHb
Kagedpu merexomynixayiinux cucmem XHYPE, nos’sas3ani 3 6uxo-
PUCAHHAM CMOXACMUMHUX OUHAMIYHUX MOOeAeil Y npocmopi
cmanis. Cmeepoxyemoesl, wyo npedcmagreH s MoOeAi pisHAHHAMU
cmany OiAvUL YHISePCAALHO T OIALIL O6HO, OCKIALKU XAPAKIePpUSYE
CMOXACTMUYHUT 1POlLeC 6 YIAOMY, A He MIAbKU 11020 0KpeMYy UMOGi-
PHICHY Xapakmepucmuxy, AKa npedcmasAiemvpes uepes uilbHicmb
abo $ynxuito posnodiry. Obzosoproemves 1HeobXiOHicmy 6paxy-
6aHHS 63AEMHUX 36 S3K16 OASL 0A2AMOSUMIPHUX CUCTEM, U0 00360~
Asle NI0GUULUMY MOYHICIL OUIHKU CIMANY CUCEMU, A PI6eHb 1 K-
icmb yux 36'13Ki6 CHpUsE HAOYMMIO Heto 36epXiHIMezPAAbHUX 6AAC-
mueocmett emepOKeHMHOCL, MIpot0 AKUX MOXe CAYXumu mipa

Bamanabe. Bidoma mexa kpumuunoi 36 s3nocmi 6azamosumiptoi

Judepenyiarvroi cucmemu Ha pisHi 13% eumazae 6irvul demaro-
H020 Q0CAIOXKEHHS 3 6UKOpUCMAHHAM meopii cmitikocmi. Memodu
AHAAIZY 1 cunmesy, npedcmasAeni 6 cmammi, € MiAbKu 4acmuHo0
cUCmeMHUX JOCAIDKeHb Kadedpu i cnpAMO6aHT HA CHE0peHHs meo-
pii ingoxomynixayitnux cucmem.

Annomayus — Ilpedcmasasitomes Hexomopbvie pesyAvmanol HAYUHLIX
uccaedosanutl Kapedpvl merekommyruxayuonnvx cucmem XHYP3,
C6A3aHHbIE C UCOADIOGAHUEM CHIOXACMIUMECKUX OUHAMUYECKUX MODe-
Aeil 6 npocmparcmee cocmosHuil. Ymeepxkoaemes, umo npedcmasierivie
MOOeAU YpasHeHUAMU COCMOAHUSL DOAee YHUSLPCAALHO U O0Aee MOAHO,
NOCKOALKY XApaKmepusyem cmoxacmudeckuii npoyecc 6 ueaom, a He
MOADKO €20 UACTHY10 6ePOSsMHOCTIHY10 XApaAKMepucmuxy, npedcmasi-
Myt0 uepes nAOMHOCHY UAU PyHKyuto pacnpederenus. Obcyxdaemces
Heo0X00UMOCTD Yuema 63auMHLIX C63etl Al MHO20MEPHBIX CUCTEM,
Y10 10360ASeN NOGLICUTD MOUHOCIL OUEHKU COCTNOAHUS CUCIEMDL, A
YposeHs U KaALecmeo amux césseti cnocobcmeytom obpemenuio e ceep-
XUHINEZPAALHVIX CO0TLCIE IMEPOKEHIHOCHIU, MepPotl KOMOPLIX MOXen
caykumo mepa Bamarnabe. Vssecmmotii npeder Kpumuueckoi céa3Ho-
cmu MHO020MepHOll Juddepenuarvioi cucmemor Ha yposte 13% mpe-
Oyem Ooree 0emarvH0z0 UCCACDOBAHUS C UCNOALIOGAHUEM MEOpUL
yemouuusocmu. Memodvl anarusa u curmesa, npedcmagrenHole 6 cma-
mve, A6ALI0MCI MOADKO YACHbIO CUCTHEMHDIX UCCAD08ANHUTL Kadedpbi U
HanpasAervl Ha co30aue meoputl UHGOKOMMYHUKALUOHHBIX CUCTIEM.

We all notice how our way of life changes on the background of the rapid progress of

infocommunications and telecommunications in particular, which is its material basis. Pro-
gressive development is mainly determined by the achievements of science and technology.
A feature of our branch is that its development is primarily based on technological ad-
vances. However, new technological solutions emerge on the basis of reasonability and en-
gineering intuition. At the same time, the sectorial science as an integral phenomenon has
not yet been created. We can only talk about individual sections for analysis and synthesis,
research and optimization of various models. Generalizing science based on the theory of
systems does not exist yet.

We do not intend to infringe on any priority in the development of the theory of tele-
communication systems. We can only say that we, like many thousands of scientific teams,
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are trying to make a contribution to its development as much as possible. “We” means our
University and our Department of Telecommunication Systems in particular, which con-
ducts considerable researches that are more or less related to the development of the theory
of telecommunication systems. At our department there are 10 professors, doctors of sci-
ence, 31 associate professors; we have Ph.D courses and external PhD courses. Let us briefly
comment on some of the system scientific researches conducted at the Department.

A big team can afford conducting research in a rather wide field. We are engaged in
field observations of model sets, subnets as well as in research of new technological solu-
tions for analysis and synthesis of structural and functional specific features of telecommu-
nication networks. For this we have a modern educational and scientific laboratory, the most
comprehensive set of network elements, systems and technological software solutions, in-
cluding equipment of Cisco, Awaji, Samsung, D-Link, Monis etc.

The basis for the future science of the theory of telecommunication (infocommunica-
tions) systems is various mathematical models [1]. In this direction, there is a place for re-
search of mathematical models, including simple and complex, deterministic and stochastic,
static and dynamic, structural and functional ones.

When conducting analysis and synthesis of models we use different mathematical
tools: mathematical statistics, probability theory, stochastic processes, functional analysis,
tensor and simplex analysis, theory of estimations and management, network theory, graph
theory, optimization methods of structures and functions of systems. The methods of mod-
eling, analysis and synthesis are based on the theory of systems and system policy rules
(IETF REC 3198) (fig. 1).

Fules of
Systermn Puolicy

i Y a
reconfiguration of network configuration of rules canfiguration of the
. system policy itsef on
on the basis of RSP of RSP acception the basis of RSP

Fig. 1. Presentation of system policy rules components

Here is one interesting fact. Usually models (physical or mathematical) represent re-
duced, simplified object as opposed to the system S(f,x) in general. At the same time an
opposite tendency is used when a model turns out to be a more complicated variety in com-
parison to the system, which is being modeled. Models of neural networks can serve as an
example [2].

Due to such varieties it is possible to set up these models or train them to give an ade-
quate response. It this case it is worth mentioning Ashby’s principle of requisite varieties
[3, 4], according to which a variety with the power of V}, can be neutralized (compensated)
only at the account of another variety Vy that has bigger power (fig. 2).
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Fig. 2. Illustration to Ashby’s principle

The basic mathematical models of telecommunication systems have stochastic nature.
It is known that a telecommunications system is the largest artificially created system in the
world. It is seems to be already stochastic because the traffic that it processes is random.
Different mechanisms that influence the state of the system are random as well.

There are two most frequently used representations of stochastic models that are rep-
resented through the density or probability distribution function:

p(x)=dF(x)/dx, F(x)= [p(x)dx, (1)
where x is a random value,
p(Xy, Xy yeees X5 b,y yoeest,) = 0" Flx,,, ) 0", (2)

where x; or x(f) is a random value.

An alternative view is the state of the stochastic system, formulated on the basis of
diffusion-type processes:
- integrated model of the diffusion process [5]

x(t) = x(0)+ [ Ot + [ DEAW(Y), (3)
T T

where W(t) is the Wiener process;
- differential state model [6]

dx(t)/ dt = Ft)x(t) + G(t)E(E), (4)

where &(f) =dW(t)/dt is the generating white Gaussian noise.
In addition, the given representations have their advantages and disadvantages.

Thus the representation via the distribution density (1), (2) is more common and demon-
strable. At the same time the state-space representation (3), (4) is more general and complete
because it characterizes the stochastic process as a whole, not just its particular probabilistic
characteristics. Both representations are applicable for static and dynamic systems. First of
all we are interested in the dynamic states, the model of which is a random process, dis-
played by differential or difference equation (4).

To represent the process through the probability density function the Fokker-Planck-
Kolmogorov equation is used [6, 7].
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op(A, 1)/ ot = —ola(A, Bp(A, D/ 04 +%@2[bu, DA, D1/ 072 (5)

For a stream of random events Erlang equation is used [7].

{de(t)/dt = (A + p )P (1) + A P (D + g1 Py (1), k=1

APy (t)/ dt = -4 Py (D) + 1, P, (1), k =0. (©)

The complexity of the solutions of these equations is known. In particular, in queuing
theory Erlang equations (6) are not solved at all, the derivative of the density equal to zero
is immediately assumed and then we consider random values but not a process.

Let us focus on the representation of models in state space.

The state-space representation of a random process (4) in addition to greater content-
richness allows to obtain universality of differential models, suitable for purely determinis-
tic, mixed and purely random processes. Moreover, these representations adjust well with
a number of tasks such as identification, adaptation, self-organization, management, and
other tasks that play an increasingly important role in ensuring the reliability and quality of
service in telecommunication systems [8].

As an example let us consider the estimation procedure used to solve many problems
in the NGN technology, software-configurable networks (SDN) etc.

An optimal procedure for the assessment of random processes x(k) is the Kalman-Bucy fil-
ter (KBF) [9, 10].

dx(t)/ dt = F(t)x(t) + KOLHX(t) — y(1)], @)

where K(k)=HVN™ - coefficient under a residual error,
y(t) = Hx(t) +v(t) - watch (measurement) equation.
However, in practice we often use a simpler procedure of stochastic approximation
(SA), which is the transformation of the classical Robbins-Monro procedure [11]

x(k +1) = x(k)(1— p) + pay (k) = x(k) — plx(k) — y(k)]1, 8)

where 4 is a stepping constant that determines stability of the system and its convergence
rate.

It is known that the SA procedure is optimal for assessment of random values. Its us-
age to estimate the states of random processes x(t) leads to the following: due to the pres-
ence of state changes x(t), the given procedure remains in the constant transient mode that
causes errors in estimation. At the same time it is possible to considerably reduce these er-
rors through reduction of the sampling interval At =(k+1)—k in comparison to the correla-
tion interval 7, of a random process. In practice it is shown that if the length of sampling
rate is At =(0,01...0,001)z,,, the influence of the transient process is slightly noticeable and
the accuracy of the SA estimation procedure approaches to accuracy of KBF.

Due to these procedures RTT round-trip time in TCP technology is estimated and the
procedure of congestion avoidance in router buffer (RED, WRED, etc.) works [8].
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Note that the models presented in the state space are extremely popular in different
scientific applications. It is sufficed to point out the fact that over 50% of publications in the
“Avtomatika i Telemekhanika” magazine use exactly these models in the space state. The
procedure of the Kalman-Bucy filter considered to be a powerful mathematical apparatus
technique suitable for solving different tasks. For the first time it was used in the Apollo
program during landing on the Moon.

Let us focus on another important system feature: connectivity. The property of con-
nectivity for any system S(t,x) is determinative because “a system is a set of interconnected
elements”. If connectivity is lost, the system degrades and falls into elements. The increase
of connectivity leads to enhancement of system properties, the so-called highly-integrated
emergence properties appear.

Adequate illustration of highly-integrated system emergence properties can be
Watanabe information measure [12], which is a generalization of Shannon measure:

Wy, Xy ,) = S Hx) — H), )

i=1
where H(x;) is an entropy of a random state of the ith element; H(x) is an entropy of a

random state of the vector ¥, which determines the state of the system in general. As long
as the system S(t,x) has more strict and determined behavior towards its elements,
Watanabe measure allows to find a quantitative measure of information increment in the
group of interconnected elements at the account of connectivity itself. The given increment
can serve as a measure of system emergence.

According to system properties models are divided into structural and functional. A con-
nectivity matrix A={a;} is a mathematical model for structural properties of the infocommu-

nication system S(¢,x,) . It can be binary, showing presence or absence of connections between

nodes. More inclusive model is represented by matrices, elements of which are quantitative
characteristics of the properties of these connections, such as the probability of connectivity.
Connectivity of networks is often associated with their reliability, because it seems logical to
affirm that the increase in the number of connections (edges) leads to the increase in the relia-
bility of information transfer between any nodes. Obviously, the calculation of the probability
of connectivity with a large dimension network is extremely complex. It grows proportionally
to the factorial n!. Thus for the simplest four-node bridge connection the formula to calculate
the probability of connectivity has the 5th power. In order to obtain numerical results under
large n different approximate estimations can be used. These are Esary-Proshan estimation
[13], Polesskii estimation [14], etc. Calculated estimations P; characterize state probabilities of

connectivity for the static state of the random system S(t, x,) .

The connectivity matrix A(t) of a dynamic system S(¢,x,(t)) possesses greater gener-
ality and its elements a;() are already random processes. Under such representation it is
possible to show not only structural but also functional properties of the modeled system
S(t,x,(t)), the dynamics of which is reflected by the system of differential or difference
equations (4).
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In scientific and technical literature much attention is paid to recursive filtering proce-
dures, obtaining assessments, statistical output, etc. Univariate procedures (1) and (8) are
well investigated and their stability is ensured by an appropriate choice of the stepping con-
stant z; under rather general limitations of statistics propertiesy € Y.

In addition, we often have to solve problems of finding estimations of two- or more
dimensional processes xT (k)= (xy,%,,...x,),n=2,3,..nn, that are functionality or statistically

interconnected. The real examples of availability of processes connectivity can be network
control processes, signals on neighboring antennas in MIMO technology, the processes in
the interacting routers, etc.

When analyzing the structure connectivity in the multidimensional dynamical system
not only nominal values z; are important but also the amount of connections themselves

determined by the appropriate off-diagonal elements. From the works of Gardner, Ashby
[15] and other authors it is known that a certain number of off-diagonal elements (for exam-
ple, a complex 10-dimensional differential system) can cause an unstable mode. It is argued
that such a coupled model falls apart with an increase in connectivity [16] (Fig. 3). Here we
also can see data on the critical connectivity, when the level of connectivity due to the off-
diagonal elements y; reaches 13% from their possible maximum number 7nx#n. Besides,

such model instability is typical by for both linear and non-linear dynamic systems.

1 _—— — — — — — =
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Fig. 3. Diagram of sustainability probability of 7 - dimensional model in accordance
to the level of connectivity
To study the effect of interconnections g; it is sufficed to choose a 2-dimentional pro-
cedure of state estimation:
{J%(k +1) =X, (k) + a3, (X, (k) — y, (k) + a4y, (£, (k) -y, (K));

10
522(]("'1) :3,(\72(k)+[112 (ﬁz(k)_yz(k))*'azz (3’21(k)_y2(k))/ ( )

where values a; =const, a; change from 0 to a; and the impact of these dependences

should be investigated. The block diagram (10) is represented on Fig. 4.
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Fig. 4. Block diagram of the two-dimensional algorithm of process estimation x; (k)

Using the algorithm (10) the quality of the two-dimensional assessment was analyzed.
Fig. 5 shows three different diagrams of analysis of the values accuracy assessment X(k)
according to the values of the sampling variance.

1 & N
o2 =—— > (x;(k) - %,(k)*. (11)
-1i3
r
0z [
5 \\\\ PN, =54E
E e AN
g 'II". \\ q
: '\.\R
[ ]
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D,E \\_ 1 -\_""‘-—_\___ _.__:::_
‘&h‘x ]
T
50 100k

Mumber of sample rates

Fig. 5. Diagrams of posteriori variance changes, estimation errors X, = (X, —x,) under

signal-to-noise ratio PC(X) / N, =5dB

The diagram 1 is given for comparison. It characterizes the potential abilities of SA
procedure in the evaluation of a random variable x = const . It follows from the diagram that
with the increase in the amount of steps k >(50...100) a posteriori variance (11) asymptoti-
cally decreases to zero. The diagrams 2 and 3 state estimate of the random process x(t).
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There is no posteriori asymptotic zero variance at k — . There is a residual value o2, due

to the influence of unsteady transient states. The main result of this experiment is that the
posteriori variance o2, for connectivity processes is somewhat lower (5...10)% than for in-

dependent processes under other equal terms. Accordingly, the accuracy of the estimates
for the connected processes is higher.

Fig. 6 shows diagrams of the posteriori variance depending on the magnitude of the
coupling coefficient g, . The diagram confirms the previous conclusion and shows that with

the increase in levels of connectivity estimation accuracy increases as well. These studies
have used relatively weak connections. With the increase in the level of connectivity and the

number of these connections it was impossible to make more definite conclusions.
2
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Fig. 6. Diagram of a posteriori variance of error estimates under different values of the

off-diagonal matrix connectivity value ¢;

Conclusion

1. The presence of connectivity between elements of systems provides that that it will
acquire new highly-integrated properties: consistency, integrity and emergence. The pres-
ence of connectivity in the network structures such as infocommunication systems provides
the acquisition of the properties of network reliability and survivability.

2. For fixed networks (time invariant parameters) connectivity nature is displayed by
the connectivity matrix which may have a binary structure or consist of quantitative data
determining the level of connectivity (probability, number of channels, distance, etc.). The
coefficient of connectivity or connectivity probability for such networks is found via the
approximate methods of Esary-Proshan, Polesskii, etc.

3. For dynamic (time-varying elements of connectivity) networks connectivity values
can be obtained through the current assessment of the connectivity status for each node
from all adjacent nodes. For real-posteriori assessment of connectivity it is advisable to use
the model in the state space that allows us to characterize the dynamic deterministic and
stochastic systems. Practice shows that the state of the process is allowed to use the methods
of stochastic approximation provided selection of the sample rate At <<z, .
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4. The analysis of multidimensional differential systems shows that the existence of
connections between components of the system cannot have arbitrary values. A large num-
ber of connections leads to unstable modes. At the other extreme case: in the absence of
interconnections a system loses its system properties (integrity, emergence).

5. The connection between random processes improves accuracy of estimates (de-
crease the value of a posteriori variance) of the processes components in comparison to the
case when the process data are independent.
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